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die Zukunft moderner Infrastruktur erleben
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Agenda

Einfihrung von Kl im Campus-Netzwerk zur
frihzeitigen Fehleranalyse und
Problembehebung bei gleichzeitiger
Reduzierung der Betriebskosten

Sichere Nutzung leistungsstarker Multi-
Cloud-Anwendungen uber verschiedene
Standorte hinweg durch Kl-gesteuertes SD-
WAN
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Industry’s Only Al-driven Full Stack Solution
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Industry’s Only Al-driven Full Stack Solution

Al-Driven Enterprise
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1-hour outage i

$35 milllon




10-second do ~ J



I'T 'm on the Wi-Fi, but 1 My phone has full bars,
my business app is but my Teams call keeps
as slow as a snail. gy going in and out. gy

But connectivity is not the same
as experiencing a great connection

I'T My internet is down but IT" pm connected,
there are no outages but my video is
reported. yy pixelated. 7'/
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We deliver this through the industry’s first and only
secure

Al-Native Networking Platform



Al-NATIVE NETWORKING PLATFORM

“Wie konnen wir sicherstellen, dass “Kann sich das Netz anpassen, um
jeder Nutzer an jedem Ort die Probleme zu beheben, bevor die
gleiche Erfahrung erfahrt?” Nutzer sie liberhaupt bemerken?”

EXPERIENCE-FIRST

“Erfillt das Netz die Bediirfnisse aller
Beteiligten?”



AI-NATIVE NETWORKING PLATFORM
Delivering the best user and operator experiences

EXPERIENCE-
FIRST




AI-NATIVE NETWORKING PLATFORM
Leverages the right data...

EXPERIENCE-




AI-NATIVE NETWORKING PLATFORM
The right real-time response...

EXPERIENCE-




AI-NATIVE NETWORKING PLATFORM
All underpinned by the right secure infrastructure

EXPERIENCE-
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AI-NATIVE NETWORKING PLATFORM
All underpinned by the right secure infrastructure

EXPERIENCE-
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Mist -' 5 FRLOGIOPM 2 Q (@

@ Mmonitor Monitor | wireless \ Wired | WAN Location [ site Live Demo v Today ~ &

oow Marvis™

o)
~—~, Clients

[*] Access Points

Live Demo

Access Points Associated Clients Mbps

10 11 0.05

Switches

@ Gateways
</ Location

12:00 AM Apr 16 - 06:20 PM Apr 16 (drag an area of interest to Zoom In) Site Events
Analvtics 12:00 am 3:00am 6:00 am :00 2m 12:00 pm 3:00 pm 6:00 pm
nﬂ[l yt [ ] Total bytes Data Rate

238py8

]
oo Network

M A aa A AA A AAAALA

1:20 am - 1:30 am, Apr 16: 3.5 MB, 0.05 Mbps

@ organization

Site Events 0

There are no Events to display

it

AP Events 236 Total 236 Good 0 Neutral 0 Bad

Configured LD_Marvis 06:03:21.000 PM, Apr 1
This event has no details
Configured by RRM LD_Marvis 06:03:17.000 PM, Apr 1¢

Configured LD_Kitchen-2 06:00:51.000 PM, Apr 16

I RRM Action LD_Marvis




FRLOGTZPM 2 Q (@

Site Events “

@ MEaian 12:00 AM Apr 16 - 06:20 PM Apr 16 (drag an area of interest to Zoom In)
12:00 am 3:00 am 6:00 am 8:00 am 12:00 pm 3:00 pm 6:00 pm|
|| Total bytes ' Data Rate
) i : m?ﬁ\ |II “'. A A |'Iﬁl'| \ A A f 'll' | A A '\
oow Marvis™ 100/ \ AW A\ . . [\ I\ A [\ A A I\ I\ I\
i A [\ A [ 7\ \ [ . A\ {1\ [\ [ [\ [ [\ f \
o '- LA L [\ [ I LA [ = / I / LA [ AY
—n Clients

3:00 pm - 3:10 pm, Apr 16: 49 kB, 0.00 Mbps

B Access Points

cwitches Pre-connection
2% DNS Latency 2% DHCP Latency
@ Gateways T2:00 am 8:00 am 8:00 am 12:00 pm 3:00 pm 5 T2:00 am 3:00 am 6:00 am 8:00 am 12:00 pm 3:00 pm 5
4 secs

</ Location

nI]I] Analytics

m]
oo Network

@ organization

\’Tﬁ A /\/\L -

N VA
16-Apr 3:00 pm - 3:10 pm: 0.035 secs

16-Apr 3:00 pm - 3:10 pm: no data

Post-connection
2% Associated Clients 2l TX / RX Bytes
i :00 am 3:00 am 6:00 am 8:00 am 12:00 pm [3:00 pm [ 12:00 am 3:00 am 6:00 am 8:00 am 12:00 pm 3:00 pm
/_\_[/f 150 mb
/ ij 100 mb
10 Clients |
SF{nb
16-Apr 32:00 pm - 3:10 pm: 54.2 kB RX, 12.5 kB TX
5 Clienis , U ,\/
o mo

T6-Apr 3:00 pm - 3:10 pm: 11 clients




Mist
@ Monitor
oo Marvis™

0 i
~—, Clients

[*] Access Points

[5] switches
O cateways
</ Location
ooll Analytics

0
oo Network

@ organization

LIVE DEMO

¢ Liveview: 01 - Office

Validation Path Wayfinding Paths Setup Floorplan
3

Wom

P

LD_MCB|&E

X
$3

Conf5 I

Confd

EBC

§3ng

1

Q

Assets

B clients

A Curious George
A Jane Doe

A John Doe

A1 Chrome
denali
everest

hal

iPhone
kosciuszk
MacBook0467
mauna kea
Mist-13s-Mini
r2d2

rosie

Apple

Apple AirLocate

Desk 2092

W (W W (W WKW W N N % % e e e e e e e e e

Desk 2646

00:25:df:23:0c:01

5c:5b:35:0e:8a:f6
5c:5b:35:3e:19:0d
5c:5b:35:3e:b7:f5

5c:5b:35:50:0a:26

Axon-X55020539

d5:ea:02:9a:cd:0a

FRI, 06:14PM 2
18:14:00 11
APs Beacons

Zones




), Clients 0

5 cateway e
b

<7 Location

Analytics
ol [ oo ] - R
O network ; plian
Gh Newwor VLANS version Compliance
@ opnnen [ o~

wi

- LIVE DEMO
Mist

@) Monitor 2

A Marvis™

510 am

D catewsy RADIUS

<7 Location

E-GEN
agll Analytics
CLOUD
o Network e
@ organization NIKE
SSH

Gateway Charts ge

pL

PROPERTIES

INSIGHTS

MAC ADDRESS

MODEL

VERSION 2

SWITCH PHOTOS

Switch Configuration

Configuration is Managed by Mist

PORT CONFIGURATION

Port Profile Assignment
3

15.1 MB

12.4 MB

10.9 MB
4 MB

STATISTICS

STATUS

IP ADDRESS

MIST APS

WIRELESS CLIENTS

TOTAL POWER DRAW

UPTIME

LAST SEEN

RADIUS

Authentication Servers

10.220.220.200 1812

Gateways

ool] Anatytics
o Network

@ oonization

Mist
@) moniter

A\ Marvis™

5] swiches
3 cateways
<7 Location

ool Anoty

&L Network

@) organization

LIVE DEMO

Name

LD _Kitchen

Labels

ignment

e Profile

Notes

55D Band

Source

BLE Settings

BLE Beacon Power

= Zone Occupancy

Entire Floorplan

01- Office

Potential Noncompliant Zones

z
=

a

i E
H A
8
3

nes
Inside Sales

Engineering / Leadership /
UI/ Accounting / Marketin

Tron

Hardware / Firmware /
Location

Quiet Room
Phone Room 1

KT

Deckard

Alexa

Lab
Reception/Lobby/Entrance
Marvis

Terminator

Break Area / Kitchen

DevOps
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Mist

Monitor

Clients

Access Points

Switches

Gateways

Location

Analytics

Network

Organization

FRI, 06:21 FM

LIVE DEMO

i denali

Live Demo - 01 - Office - LD_Sales_area

12:00 AM Apr 16 - 07:00 PM Apr 16 (drag an area of interest to Zoom In)

12:00 am 3:00 am 6:00 am :00 am 12:00 pm 3:08 pm | 8:00 pm

L J'BDH' bytes Data Rate
100 f \ ."Illl'. I'l,I II."I\ f \ I."II\\ ."II .'[‘ II."| Iﬁ\ III,“"'I J."I ."f\

FE\ [ N A A TR A A A N |

A | L\

4 85 4 75 3 2 1 5] 4 61

7:00 pm - 7:10 pm, Apr 16: Bytes: no data, Mbps: no data

i

Client Events 245 Total 43 Good 63 Neutral 139 Bad
I Fanure I . N
I Disassociation LD_Sales_area 03:34:24.123 PM, Apr 16 AP LD_Sales_area Client IP Address 192.168.2.252
Authorization LD_Sales_area 03:34:03.123 PM, Apr Server IP Address 192.168.2.1 Last Association 1.9 sec ago
Failure
BSSID 5c:5b:35:54:59:b5 DHCP Latency 157.21 msecs
Authorization LD_sales_area A
Failure RSSI -45 dBm SSID Live_demo_do_not_remove
Authorization LD _Sales area = 03:33 A
Failure 0 Protocol 802.11ac NMumber of Streams 3
Authorization LD Sales_area 33:47.977 PM, A VLAN 1 Subnet 192.168.2.0/24
Failure
Band 5GHz Gateways 192.168.2.1
Authorization LD_Sales_area 33:41.344 A
Failure 0 DNS Servers 8.8.8.8,8.8.4.4 Lease Time 1 day 0 hr 0 sec
b b
u

Applications

4




LIVE DEMO FR,0622PM 2 Q (@

Mist

@ Monitor 12:00 AM Apr 16 - 07:00 PM Apr 16 (drag an area of interest to Zoom In) -
12:00 am 3:00 am :00 am 12:00 pm 3:08 pm | 8:00 pm
| Total bytes Data Rate
2 BB
A o™ i A A A A
\ \ \ /
weu Marvis oo \ ) A A /\
1Mbgs | I [\ [ f\ [\ \
50 ,7 \ / \ ,.-‘ \ [\ / \ / \ 1\ /\
| / | i | | ! \
3] I | / / I
i ek 4 85 3 201 5 |4 &1
D Access Points 7:00 pm - 7:10 pm, Apr 16: Bytes: no data, Mbps: no data
Switches . —
cl I e n ’ CS Personal SaaS Guest upload is turned off Log In -
Falure A -
@ Gateways https://ap-logs-production.s3.amazonaws.com/ap-es/ap/5c-5b-35-50-03-cf/dt%3D2021-04-16/4d18ef85-9eb8-11eb-96d2-dbe8e772315... 26.8 kb - 123 packels - more info
Disassot Start typing a Display Filter + Apply | Clear Filters . @ Analysis Tools v | @ Graphs | v || o Export » | # Profile
4 Location AuthoriJ = No. Time Source Destination Protocol Length Info d
. f . pple_ea:c3:c list_54:59: . uthentication, =484, =0, BES=. e,
Fail m 1 0.000000000 Appl Sech Mist_54:59:b5 802.11 87 Authenticat: SN=484, FN=0, F1 €
atlure | 2 ©.000158000 Mist_54:59:b5 Apple_ea:c3:c2 802.11 73 Authentication, SN=@, FMN=0, Flags= .
ﬂ Analy‘tics | 3 ©.007123000 Apple_ea:c3:c2 Mist_54:59:b5 802.11 205 Association Request, SN=485, FN=0, Flags= ..C, SSID=Live_demo_do_not_remove
ol Authorii 4 0.007262000 Mist_54:59:b5 Apple_ea:c3:c2 802.11 332 Association Response, SH=8, FN=8, Flags=....
. m 5 9.010571000 Mist_54:59:b5 Apple_ea:c3:c2 EAPOL 176 Key (Message 1 of 4)
Failurel] 6 0.016160000 Apple_ea:c3:c2 Mist_54:59:b5 EAPOL 171 Key[Malformed Packet]
[m] Network ; 7 0.764626000 Raspberr_c7:e7:ab Broadcast ARP 111 Who has 8.8.8.8? Tell 169.254.92.214
- 8 1.813515600 Mist_54:59:b5 Apple_ea:c3:c2 EAPOL 176 Key (Message 1 of 4
a8 Authori ' b ! f
4 9 1.014467000 Apple_ea:c3:c2 Mist_54:59:b5 EAPOL 171 Key[Malformed Packet
) pple_ = Y
Failure(] 10 1.832445000 192.168.2.24 255.255.255.255 UDP 140 55812 + 5555 Len=29
@ Organization | 11 2.915327000 Mist_54:59:b5 Apple_ea:c3:c2 EAPOL 176 Key (Message 1 of 4)
Authori_} 12 2.0816197000 Apple_ea:c3:c2 Mist_54:59:b5 EAPOL 171 Key[Malformed Packet]
) “ 13 3.0917295000 Mist_54:59:b5 Apple_ea:c3:c2 EAPOL 176 Key (Message 1 of 4)
Failure @‘ 14 3.019046000 Apple_ea:c3:c2 Mist_54:59:b5 802.11 73 Deauthentication, SN=486, FN=0, Flags=........ C
| 15 3.254003000 Mist_54:59:b5 Apple_ea:c3:c2 802.11 417 Probe Response, SN=@, FN=@, Flags=........ , BI=108, SSID=Live_demo_do_not_remove[Malformed Packet]
Auth .| 16 3.276019000 Mist_54:59:b5 Apple_ea:c3:c2 802.11 417 Probe Response, S| FN=0, Flags=........ , BI=108, SSID=Live_demo_do_not_remove[Malformed Packet]
uthoriz . o rmrrmmnnn PR PR - nnm aa pam PR PP A amm e s . . . foear Cm >

Frame 1: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface @
0018 90 df 7d 3c 00 00 80 00 12 38 64 14 48 @1 d5 a3

Failurem 0000 00 00 2b @8 6f 98 00 cO ©1 00 8@ 00 af ca 9 de
| » Radiotap Header v@, Length 43

! 9020 00 14 00 10 18 00 03 00 ©2 00 00 bd 00 2c 00 5c

802.11 radio information
J IEEE 802.11 Authentication, Flags: ........ C @@3@ 5b 35 54 59 b5 5@ 32 37 ea c3 c2 5¢ S5b 35 54 59 [
IEEE 802.11 wireless LAN 0048 bS5 40 le 00 00 01 80 @0 B0 7f 08 04 00 00 00 B0 A
0050 @0 00 40 bb 4e b4 04 ..@.N..

Appli
App name TX Bytes
CNN 16.4 MB
Yahoo 7.4 MB

Amazon T 4d18ef8s-9ebs-1.peap A Alle anzeigen X 7MB

Unknown 84.3 MB 4% 1 82.3MB 2MB




‘E. Marvis™
o) q
— Clients

(*] Access Points
Switches

@ Gateways
</ Location
uI]I] Analytics

[m]
oo Network

@ organization

L]

LIVE DEMO

FR,0626PM 2 Q (@

12:00 AM Apr 16 - 07:00 PM Apr 16 (drag an area of interest to Zoom In) -
12:00 am 3:00 am 6 m 00 am 12:00 pm 3:08 pm 8:00 pm
| Total bytes . Data Rate
2 NBEpME
A h 1 A A A A A
|| AN :n Y | \ - //\.._\ .'I \ ! Y {
4 85 4 75 3 201 6 4 61
7:20 am - 7:30 am, Apr 16: 916, 0.00 Mbps
T Wallfe W ilIlIlwWweliWwWil
%% RsSSl [ ] 23 TX/ RX Bytes
3:00 am 6:00 am a 12:00 pm 3:00 pm 6:00 pr| 12:00 am 3:00am 6:00 am 8:00 am 12-00 pm 3:00 pm a
I
50 dBrmr
A \ /\/\A/\j\ A
am: 148 RX , 768 TX
dBm me
) i
16-Apr 7:20 am - 7:30 am: -42 dBm max, -42 dBm avg, -42 dBm min
%% Roaming
Apr 16, 7:10 am - 7:20 am
LD_Sales_area -42 dBm 5GHz Q0
LD_Kitchen
Current Values
These values are not affected by the Time Range selection
b
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LIVE DEMO FRL0629PM 2 Q (@

M A R\/ | S Natural Language Query Language

troubleshoot client

{9.?‘ Clients
TROUBLESHOQT "Curtis-iPhone" DURING "Last 7 Days"

[*] Access Points

How would you rate my response? TELL ME MORE

Switches

@ Gateways
</ Location

uI]I] Analytics

m]
oo N etwork

@ organization

© 2024 Juniper Networks NETWORKS



Mist

@ Monitor

oo Marvis™
(o)) q
= Clients

B Access Points

Switches
@ Gateways
</ Location

nI]I] Analytics

[m]
oo N etwork

@ organization

L]

4d18ef85-9eb8-1...pcap

LIVE DEMO

Service Levels

Alerts

Clients

_/

0 Layer 1

3 Connectivity

AP

ACTIONS

Y org A Sites

N

0 Gateways

3 Switch

Security

Application

>

FRI, 06:38 PM o] Q @

. Ask a Question

LATEST UPDATES +

Filter by action type

16.4.2021, 18:11:06

@ Al VALIDATED
Offline
Site: Live Demo

AP. LD_Test
Reasom: Mo Ethernet Link.

Yesterday
Last 7 Days v

11.4.2021, 14:43:43

@ Al VALIDATED
Missing VLAN
Site: Live Demo

Switch: 23 Switches. View More
Reasomn: 0 APs missing VLANS

11.4.2021, 12:53:35

@ REOCCURRING ISSUE
Ethernet Error

Site: Live Demo

Switch: Juniper48MP-NearPrinter

Port: 525

AP. LD_Kitchen

Reasomn: Unsupported Detail

Alle anzeigen X




[9)] q
= Clients

(] Access Points
Switches

@ Gateways
</ Location

|:|EI[| Analytics

[m]
oo Network

@ organization

© 2024 Juniper Networks

LIVEDEMO
MARVIS

Clients

_/

0 Layer1

3 Connectivity

12

1

3 AP

EAP/802.1X Failure

DHCP Failure

ACTIONS

& Sites

N

Application

L]

0 Gateways

3 Switch

Security

>

FRI, 06:40 PM \;‘ (;) |’E\|

LATEST UPDATES +

Filter by action type

16.4.2021, 18:11:06

@ Al VALIDATED
Offline

Site: Live Demo
AP. LD_Test
Reasomn: No Ethernet Link.

Last 7 Days v

11.4.2021, 14:43:43

@ Al VALIDATED
Missing VLAN
Site: Live Demo

Switch: 23 Switches. View Mare
Reasorn: 0 APs missing VLANS

11.4.2021,12:53:35

@ REOCCURRING ISSUE
Ethernet Error

Site: Live Demo

Switch: Juniper48MP-NearPrinter

Port: 525

AP LD_Kitchen

Reason: Unsupported Detai

NETWORKS



Mis
@ Monitor

fow Marvis™
[9)] q
~— Clients

[*] Access Points
Switches

@ Gateways
</ Location

|:|I][| Analytics

m]
oo N etwork

@ organization

L]

LIVE DEMO

MARVIS

Clients

© 2024 Juniper Networks

A sites

Application

-

3 Connectivity

Negotiation Mismatch

Security

>

FRI, 06:41 PM \;' l’;

Q. Ask a Question

LATEST UPDATES

Filter by action type

16.4.2021, 18:11:06

@ Al VALIDATED
Offline

Site: Live Demo
AP. LD_Test

Reason: No Ethernet Link.

Last 7 Days v

11.4.2021, 1443:43

@ Al VALIDATED
Missing VLAN

Site: Live Demo

Switch: 23 Switches. View Mare
Reasomn: 0 APs missing VLANsS

11.4.2021, 12:53:35

@ REOCCURRING ISSUE
Ethernet Error

Site: Live Demo

Switch: Juniper48MP-NearPrinter

Port. 525
AP. LD_Kitchen

Reason: Unsupported Detai

NETWORKS




LI\."EDEMO
MARVIS

ACTIONS A sites

'23‘ Clients
Clients Application
E’ Access Points J k
Switches 0 Layer1 : ) Security
@ Gateways
3 Connectivity 0 Gateways

4 Location
|:|E|[| Analytics 3 AP 3 Switch
DDEI Network 1 Missing VLAN

(1 Bad Cable )u
@ organization 1 Negotiation Mismatch

BAD CABLE L 2

RECOMMENDED ACTION

BAD CABLE

These devices have a bad cable connected to one or more ports. Please test & replace the cable.

»

O site Switch Details Date

O Live Demo Juniper48MP-NearPrinter Port ge-0/0/10 Apr 11, 2021 02:12 AM

¥ STATUS

© 2024 Juniper Networks

FRI, 06:42 PM

Ask a

LATEST UPDATES +

Filter by action type

16.4.2021, 18:11:06

@ Al VALIDATED
Offline

Site: Live Demo
AP. LD_Test
Reasom: Mo Ethernet Link.

Yesterday s
Last 7 Days v

11.4.2021, 1443:43

@ Al VALIDATED
Missing VLAN

Site: Live Demo

Question

Switch: 23 Switches. View Mare

Reason: 0 APs missing VLAN

11.4.2021, 12:53:35
@ REOCCURRING ISSU
Ethernet Error

Site: Live Demo

S

Switch: Juniper48MP-NearPrinter

Port. 525
AF. LD_Kitchen
Reason: Unsupported Detail

NETWORKS




Mist LIVE DEMO FRI, 06:42 PM '_
TSN /[ ARVIS
oy Marvis™

ACTIONS LATEST UPDATES +

Missing VLAN Details

2 impacted Access Points at Live Demo.

— CORP-C-5\W-
|
1.mist.local

B 5c:5b:35:0e:02:b7 VLANs 100, 200, 300 missing on

port Gi1/0/21.

B 5c:5b:35:3e:20:06 VLANs 100, 200, 300 missing on

port Gi1/0/13.

L Site Switch Details

Date

| Live Demo CORP-C-5W-1.mist.local 2 APs missing VLANSs. View More

L]

Apr 11, 2021 04:44 AM

w STATUS
© 2024 Juniper Networks
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MI':SEt LIVE DEMO
@ Monitor n Switches Live Demo
oon Marvis™
2. clients

(*] Access Points
Switches

@ Gateways
</ Location

»

Name IP Address

ex4300-LD-TEST

10.2.15.173

ld-cup-idf-a-sw —

I:||:|[| Analytics L 1d-cup-idf-a-sw2 192.168.8.210
DDEI Network
@ organization
O |d-cup-idf-b-swT 192.168.200.15
J 1d-cup-idf-c-sw1 10.2.17.29
J Id-cup-idf-d-desktop 192.168.2.61

|d-cup-idf-d-sw1_1 192.168.8.143

© 2024 Juniper Networks

Mist APs

0

0

2,0

FRL,06:50PM 2 Q (P
List Topology Location Search Q Inventory Claim Switches =0
10 13 11 165 W
Switches Mist APs Wired Clients Wireless Clients Total Allocated
AP Power
|
MAC Address Wireless Clients Model Version Total Power Draw Description Managed Status
f4:b5:2f:.4c:72:40 0O EX4300-48T 19.3R1.8 0.00W Juniper EX4300 Series @ [S]F e
fc:33:42:e9:3ccef 0 EX2300-C-12P - 0.00W Juniper EX2300 Series @ Disconnected
Juniper Networks, Inc. ex3400-48p Ethernet Switch,
18:2a:d3:56:2c:62 3 EX3400-48P 19.3R1.8 33.00 W kernel JUNOS 19.3R1. =
sw MARVIS
UTC Copyright (c) 199
Juniper Networks, Inc.
‘ | JUNOS 18.2R3 Hello Karl-Heinz, I'm Marvis your virtual
erne 2R3-!
18:2a:d3:42:3d:69 4 EX3400-48P  18.2R3-57.4 50.20 W network assistant. Here are some options
01:05:14 UTC Copyrigl  to get started. Please select one and | can
Inc then help answer your question better g 0
Juniper Networks, Inc.
kernel JUNOS 20.3R1-!
18:2a:d3:4a:5e:a2 3 EX3400-48P  20.3R1-S1.1 45.40W
21:29:57 UTC Copyrig!
| - Message
nc.
30:8¢93:94:74:dc 0O EX2300-C-12P 18.4R2.7 2.20W Juniper EX2300 Series Choose an option
Juniper Networks, Inc [Troubleshoot device ] [Trou bleshoot site] [ Find my device]
kernel JUNOS 20.2R2-! [Lisc my device ] [ Documentation ] [ Marvis Actions]
d0:dd:49:91:65:2d 2 EX2300-48P  20.2R2-52.6 33.80W

13:53:38 UTC Copyright (c) 1996-2021 Juniper Networks,
J

NETWORKS




O

#ono | i e x el ke | nf v | afwi | af A | M | @ B | w | LaE Ro [ LaE Dc | i e | aivo |@e e | @ sit | @ it | LB 0y |lafGe | gl P [l v | @G| @ Ge |[EAC| @ Ne| +
& C @ integration.mist.com/admin/?org_id=9777c1a0-6ef6-11e6-8bbf-02e208b2d34f#lswitch/978c48e6-6ef6-11e6-8bbt-02e208b2d34f B e :
B YouTube 7 Maps By Ubersetzen Q Deepl Ubersetzer _:E Product Features: H... ¥ https://contrail-juni... _:E Mist Systems Admi... ﬂ Juniper Sky Enterpri... @ Get Device Config... Leseliste
LIVE DEMO FRLOES53PM 2 Q (@)
n SW|[C|’]ES Live Demo ~ List  Topology  Location Search Q || Inventory Claim Switches | = ¢
oon Marvis™

[e)] ;
~ Clients

E‘ Access Points Switch-AP Affinity I ﬁ PoE Compliance ] ﬁ VLANS I E Version Compliance ] 100% Qi

Switches Here are the top matches | found. Please
[J Name A IP Address Mist APs ~ MAC Address Wireless Clients ~ Model Version Total Power Draw  Description select one to see troubleshoot details.
@ Gateways O 10.2.15.173 0 f4:b5:2f:4c:72:40 0 EX4300-48T 19.3R1.8 0.00wW Juniper EX4300 Series
— denali
U Id-cup-idf-a-sw1 - 0 fc:33:42:e9:3cef 0 EX2300-C-12P -- 0.00w Juniper EX2300 Series

4 Location

Juniper Networks, Inc.

— Phone
I:,|;|[| Analytics L) 1d-cup-idf-a-sw2 192.168.8.210 2 18:2a:d3:56:2c:62 3 EX3400-48P  19.3R1.8 33.00W kernel JUNOS 19.3R1.¢
UTC Copyright (c) 1991
DDD Network r2d2
Juniper Networks, Inc. o
@ organization - kernel JUNOS 18.2R3-!
L 1d-cup-idf-b-sw1 192.168.200.15 3 18:2a:d3:4a:3d:69 4 EX3400-48P  18.2R3-57.4 50.20W Intel Corporate
01:05:14 UTC Copyrigl 7| Lorporate
Inc.
Juniper Networks, Inc. Unknown
- kernel JUNOS 20.3R1-!
L) 1d-cup-idf-c-sw1 10.2.17.29 3 18:2a:d3:4a:5e:a2 3 EX3400-48F  20.3R1-51.1 4540W
21:29:57 UTC Copyrigh £ you cannot find the device in the list,
Inc. Can you tell me the site name? G @
J Id-cup-idf-d-desktop  192.168.2.61 0 3c:8c:93:94:74:dc 0 EX2300-C-12P 18.4R2.7 220w Juniper EX2300 Series

Juniper Networks, Inc.

kernel JUNOS 20.2R2-! + Message
L 1d-cup-idf-d-sw1_1

192.168.8.143 2,0 d0:dd:49:91:65:2d 2 EX2300-48P  20.2R2-52.6 33.80W
13:53:38 UTC Copyright (c) 1996-2021 Juniper Networks,

\
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LIVEDEMD FRLO06:54PM 2 Q (P

n Switc h es Live Demo ¥ List ~ Topology  Location search Q || Inventory || ClaimSwitches | = ¢
A Marvis™ =
wow
) 10 13 11 165 W S A 0
Switches Mist APs Wired Clients Wireless Clients Total Allocated =] | .

(o2} ; AP Power
Rt ents AP PC

E’ e e ‘ L LEUE Switch-AP Affinity gL LEM PoE Compliance VLANSs l i Version Compliance ] 100% Qi If you cannot find the site in the list, Can

you tell me the site name?

G @

Switches B
[] Name A IP Address Mist APs MAC Address Wireless Clients Model Version Total Power Draw  Description Trar sl et o s [T
(J ex4300-LD-TEST 10.2.15.173 0 f4:b5:2f:4c:72:40 0 EX4300-48T 19.3R1.8 0.00W Juniper EX4300 Series

@ Gateways

O Id-cup-idf-a-sw - 0 fc33:42:e9:3cef 0 EX2300-C-12P - 0.00 W Juniper EX2300 Series ~ checking Live Demo. Here is what |
4 Location found:
Juniper Networks, Inc.
u|:|[| Analytics U Id-cup-idf-a-sw2 192.168.8.210 2 18:2a:d3:56:2c:62 3 EX3400-48P  19.3R1.8 33.00W kernel JUNOS 19.3R1.{ o
Slow Association -
UTC Copyright (c) 1991
DDEI Network
Juniper Networks, Inc.
Organizati |
@ LB R o kernel JUNOS 18.2R3-! Limited Capacity S
L 1d-cup-idf-b-sw1 192.168.200.15 3 18:2a:d3:4a:3d:69 4 EX3400-48P  18.2R3-57.4 50.20W
01:05:14 UTC Copyrigt hH D

Inc

Juniper Networks, Inc. please check r2d2

B kernel JUNOS 20.3R1- _ . ,
O Id-cup-idf-c-sw1 10.2.17.29 3 18:2a:d3:4a:5e:a2 3 EX3400-48P  20.3R1-51.1 45.40W Checking r2d2. Here is what | found:
21:29:57 UTC Copyrigt

Inc.

Limited Capacity e 2
J Id-cup-idf-d-desktop 192.168.2.61 0 3c:8¢:93:94:74:dc O EX2300-C-12P 18.4R2.7 2.20W Juniper EX2300 Series
b ©
Juniper Networks, Inc.
l!'J B kernel JUNOS 20.2R2-! + Message

L) Id-cup-idf-d-sw1_1 192.168.8.143 2,0 d0:dd:49:91:65:2d 2 EX2300-48P  20.2R2-52.6 33.80 W

13:53:38 UTC Copyright (c) 1996-2021 Juniper Networks, -
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LIVE DEMO
B Switches

FRI,06:35PM 2

Live Demo List Location

Topology Claim Switches

Search Q Inventory

oow Marvis™ 9 10 13 11 wow MARVIS

Switches Mist APs Wired Clients Wireless Clients

165 W

Total Allocated

AP Power <

‘ L LEUE Switch-AP Affinity gL LEM PoE Compliance 100% QYN l i Version Compliance l

o) q
~— Clients

(2] Access Points The client experienced limited RF

Switches

@ Gateways
</ Location
nﬂ[l Analytics

[m]
oo Network

@ organization

Name

LD-TEST

A A2
ex4:00-

ld-cup-idf-a-sw1

|d-cup-idf-a-sw2

|d-cup-idf-b-swT

IP Address

10.2.15.173

192.168.8.210

192.168.200.15

Mist APs

0

0

MAC Address Wireless Clients Model

f4:b5:2f:4c:72:40 0O EX4300-48T

fc:33:42:e9:3ccef 0

18:2a:d3:56:2¢:62 EX3400-48P

18:2a:d3:4a:3d:69 EX3400-48P

EX2300-C-12P

Version

19.3R1.8

19.3R1.8

18.2R3-57.4

Total Power Draw

0.00w

0.00w

33.00 W

50.20 W

Description

Juniper EX4300 Series
Juniper EX2300 Series

Juniper Networks, Inc

kernel JUNOS 19.3R1.8

UTC Copyright (c) 199
Juniper Networks, Inc

kernel JUNOS 18.2R3-

capacity 21% of the time due to wireless
interference. This problem is affecting a
small number of clients, correlating
most strongly with the Access Point
LD_JSW_AP.

Additional information listed below:

Failure Timeline

Client Insights

01:05:14 UTC Copyrig

Inc. Scope of Impact

Juniper Networks, Inc

kernel JUNOS 20.3R1-

|d-cup-idf-c-sw1 10.2.17.29 18:2a:d3:4a:5e:a2 EX3400-48P 20.3R1-S1.1 45.40 W

| Other minor issues
21:29:57 UTC Copyrig

Inc.

|d-cup-idf-d-desktop 192.168.2.61 3c:8:93:94:74:dc EX2300-C-12P 18.4R2.7 Juniper EX2300 Series

Juniper Networks, Inc

kernel JUNOS 20.2R2-

L] 0
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Client-to-Cloud Automatisierung und Insights

Juniper % 128 TECHNOLOGY

drivenby Mist A
l wou | Harwls
Client L To cloud
Py WAN Assurance, der Endanwender im Fokus

Wi-Fi Assurance M al Wired Assurance
I_ _| (- J

Why is my |
zoom call

breaking up? Q D;\\

PPN
— _%_’ aWws /A azu re 3
a — 0 @ zoom )

Wireless LAN Wired LAN SD-WAN Edge

Jjuniper
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WAN Assurance - Application SLE

[MIST CSQA] MIST OFFICE
Monitor | wirees | wired m Location | Insights Mist Office HQ ~ | | Last7 Days ~ F . . . . .
eature: Application SLE to measure application
health per user
System changes = * Probes for top X or the applications critical to the
customer that provide data on latency, jitter and
= secngs loss.
N - :  Success/Failure is measured in user minutes for
N o - those applications of interest.
100%
S ; Outcome:

lication Health 50% MW\MW\WMM er - . . . .
e o - «  WAN Assurance SLEs will clearly identify Link

issues, App issues or Gateway issues with

Customize Service Levels x

correlations

@ G = Alasen 0 * These are the Al primitives that are consumed by

Pt A} , Marvis to proactively identify root cause of

e = | the issue a) Application Server b) WAN link c)
Tobe - Gateway Health

Add Application

=m - Juniper
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Kl-gesteuertes SD-WAN

...oder was ist Secure Vector
Routing
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Service Aware
Networking Fabric

Quelle (Source)

-

Ziel (Destination)

] +
LY - - L *
Original O O O—‘P
NAT /
. Load Balance
Secure Vector Routing
0 Overhead
DETECT NEW SESSION ASSOCIATE POLICIES TUNNEL-FREE Hop-by-Hop DELIVER SESSION TO DESTINATION
SERVICE POLICIES
SECURITY POLICIES
—
-
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Session Smart Routing - Mehrwerte fir den

F 0 & &

Kunden

Vereinfachung Agilitat Security
Keine (VPN-)Tunnel, Schnellere Integriertes Zero-
keine Overlays. Inbetriebnahme und Trust Model:

Reaktionszeiten, Authentifizierung +

Netzwerk richtet sich dynamische Verschlisselung +
am Bedarf der Optimierung Segmentierung
Anwender aus

Hoher Risikominimierung

Automatisierungsgrad, vor Sicherheitslecks
keine Limits durch

VPN-Tunnel

© 2024 Juniper Networks Juniper Business Use Only

Performance
Weniger Overhead,
hohere Skalierung,

dynamische

Optimierung

Bis zu 60% kiirzere
Latenzzeiten

Einsparungen
Reduzierung von
Kosten fur
Bandbreite und
Verbindungen um 30-
50%

Bis zu 75% weniger
Ausgaben fur
Infrastruktur

juniper |«

NETWORKS



Tunnel-frei mit Secure Vector Routing

12

20 8 8 20 4 «— QOriginal IP Packet ——— 2-957
ESP Int GRE IP TCP/UDP ESP
|P Head GRE IP Head Dat
eader Header Vector Header cader Header a8 Trailer

Available
Bandwidth

ESP Auth
Trailer

4 )
30*
Bandwidth

\ Reduction /

N

Eliminates
Backhaul

N N )
<>
ZUN
Mgltipat.h

/ \ Optimization /

=
Reduced Infrastructure
\ Costs /

-

N

S
&

Scalability

/

Tunnel-free Secure Vector Routing provides the most optimal fabric routing architecture for SD-WAN



Migration von Sessions

Failover auf Backupleitung

© 2024 Juniper Networks
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Duplizierung von Sessions

Duplizierung von bestimmten Sessions

© 2024 Juniper Networks Juniper Business Use Only

Entfernung von Duplikaten
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Case Study: Standortvernetzung

* Anbindung von Aul3enstandorten an Zentrale

o |PSEC-in-IPSEC Tunnel abgelost

* Deutlich weniger Ausfille

e Qualitat deutlich verbessert

» Geringere Latenz

» Signifikante Reduktion von Packetverlusten und Jitter
e Erhoéhung der MTU (Ablésung von IPSEC Tunneln)

« 30% Bandbreitenersparnis

© 2024 Juniper Networks

400 m

300 m

Seconds

200 m

IOOInf

Last 10 Days

/i O |

0

median rtt:
packet loss:
loss color:
probe:

10 11 12 13 14

8l.4 ms avg 387.6 ms max 28.1 ms min 31.5 ms now 63.8 ms sd 1.3 am/s
2.41 % avg 100.00 % max O0.00 % min 0.42 % now
Ho H1/20 B 2/20 W3/20 WM4/20 W 10/20 W 19/20

20 ICMP Echo Pings (56 Bytes) every 300s

15 16 17 18 19

end: Tue Feb 19 16:05:09 2019
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Seconds

Last 10 Days

0

median rtt:

packet loss:

loss color:
probe:
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>
10 11 12 13 14 15 16 17 18 19

8l.4 ms avg 387.6 ms max 28.1 ms min 31.5 ms now 63.8ms sd 1.3 am/s

2.41 % avg 100.00 % max O.00 % min 0.42 % now

B0 H1/20 B 2/20 B 3/20 B 4/20 B 10/20 W 19/20

20 ICMP Echo Pings (56 Bytes) every 300s end: Tue Feb 19 16:05:09 2019
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SSR SERIES FOR ENTERPRISE BUSINESS

Secure, Al-driven SD-WAN

High performing | Scalable | Zero Trust Secure

Instantaneous failover for voice, * Manage full-branch offerings under
video, and critical apps a single, multi-authority

Fast and seamless application management console

performance * Tunnel-free architecture

Enhanced bandwidth utilization * Real-time insight into user

PCI Compliant experience with WAN Assurance
IDS/IPS & URL Filtering * Immediate root cause discovery

PPN

SSR120 SSR130 SSR1000 WAN 6 O %

Assurance )
2 Latency Reduction
Madrid Desktop Madrid 1U SR530
1515B 1515A SR570

© 2024 Juniper Networks Juniper Business Use Only

““ With Juniper SSR we
accomplished in 3 weeks

what we were unable to
do with MPLS.”

— Datacenter & Networking
Platform Owner

Ve OSSUR.

LIFE WITHOUT LIMITATIONS

A VISIONARY

SD-WAN Infrastructure

Gartner

2022
MAGIC QUADRANT
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Herausforderungen

Use Case: Standortvernetzung ST

Verbindungen

Schlechte Verlasslichkeit von business-kritischen
Applikationen

Vollstandige MPLS Integration (z.B. BGP Routing) + Kostenintensive Infrastruktur

Vorteile
E rgé NZU ng u nd E rsatz von M PLS * Integration von Standorten au3erhalb des eigenen
MPLS-Netzes
* Providerunabhangigkeit - Starke Verschlisselung
Hochverfligbarkeit

Globales Management von Policies

Integration von Auslandsstandorten Unterschiede

* Erschliessung von Standorten aul3erhalb der MPLS Reichweite Tunnel-freie Architektur

* SVR-Standorte finden automatisch besten Weg ins MPLS Netz

Standardisierte VNF Implementation
Schnelles Failover

Zero-touch deployment

SSR

Standort
Ausland

Standort
Deutschland

MPLS Standort L Zentrale

Juniper | -
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Marvis |
Virtual Network

Natural Language Gty Language

Assistant (VNA) =

USER GLADE

ACTIONS ' F LATEST UPDATES

W ETaYIS Conversational
Actions Al interface

Delivers self-driving network —

e Al VALIDATED
Missing VLAN fID: MV

Automatic actions

MISSING VLAN

A\ Organization[3)  Access Point [

. .
@ REQCCURRING FSSUE
RECOMMENDED ACTION .

Do EE18)

Driver Assist to recommend actions

» Track upgrades

® into Aarien Din

* Fix misconfigured ports/VLANs e

Addd VLAN D48 to the switthed Sep 23, 2019 04:50 PM

* Identify bad cables
* Find L2 loops

* Identify device compromise and risk to
the network

uniper | s
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Marvis |
Virtual Networ
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SS I Sta n t V N A Mist ' LREnEC WED,07:41PM 2 Q (@
@ Monitor |\/|Oﬂit0l’ wired ‘ WAN ‘ Location ‘ Insights l site Live Demo » A MARVIS

Troubleshoot ap Deeyo AP 1 -

Checking Deeyo AP 1. Here is what |
ess Points found between September 1st ~
Marvis Conversational "™ S
Actions Al interface S

</ Location Success Rate LUVEUCE  Hide Excluded WLANS

Slow Association

. . el i S o
Transforms how IT interacts with the . e = V : R N
full stack network @ owmissin .
Successful Connects @ EE?,? W );:::sﬂmﬂm i::
Streamlines operations and boosts Poor Coverage I

889% Wesk Signal Bw
. Coverage @ 007 /-x\Q,_,—‘ Asymmetry Downlink o -
eXpe rl ences e Asymmetry Uplink e i)

Slow 11r Roams o Message
Rosming © 98% A A - °

success Failed To Fast Roam o%
USeS Chat (NLP) Siow Standard Roams 100% e

Metwork Issues o
96% T — Coverage o
Throughput @ i Device Capability 0%

P 'd d d t d’ f . Capacity 100% [:)c-.. mentatior ][« vis &z::u:'w:]
p g Client Count. <1%
Mon WiFi Interference o
WiFi Interference >99%
Site Down o
AP Uptime @ 64% / Switch Down 100%
b success m £nEnE =
AP Unreachable o%

0
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Al-Driven Enterprise Solutions

Artificial

Intelligence Juniper Microservices

Mist Cloud

Marvis

Marvis Actions
e Al-driven Problem Solver

Virtual
Network
Assistant

o _ : * Proactive Network Insights & Remediations
O + Conversational Assistant « All Encompassing Network Visibility
5
w0 . .
S : H
= n " .
i) . . KX
(@) . . . . %
S i i : RN : :
2 Premium : &) H . .
6 i % Analytics . Access HE
El *aa .,‘.‘ ............ . Wi-Fi User Asset -" Assurance Assurance ‘..' Wired WAN :'

: ., Assurance Engagement Tracking Tormmrmmrnssnsree - Assurance Assurance ‘."
B '\','\','i'r';i;;;'i;%'r';;&;;jt'a;g""""'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'f.'TE"'5'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'. '''' Wired Infrastructure ''''''''''' WAN Infrastructure ...

_ i i HAEH="®
) eee sessee sesses sessee = HHBE-
e EX2300

[ ] SRX Session Smart
QFX 5110/5120 = Routers

e EX3400
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