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KNOW WHAT IT ARRIVES - BUT SAFELY. WITH ENTIRETEC, THE
SUITABLE SECURITY SOLUTION FOR YOUR COMPANY.

IT is everywhere. It determines our everyday life. However is IT security thought of
everywhere? With our Security Services you increase network security, minimize
risks and ensure holistic protection of your corporate values.

YOUR ADVANTAGES:

= State-of-the-art security services,
which can be combined as required,
via a uniform platform

. Protection against new, dynamic
threats through constant develop-
ment of services in close cooperati-
on with leading security vendors

= Available top experts with technical
knowledge on the latest technolo-
gies and thus relieving your own IT
team

= Uniform security standards in all
locations tailored to your security
guidelines

= Flexibility and scalability as needed
to respond to changing business
needs

SERVICE COMPANY:

= Tailored 24x7 operation with proac-
tive monitoring and custom SLAs

= Complete service transparency
through customized dashboards in
the web-based Service Portal

= Global Security Services based on
ITIL best practices

The network is the central nervous system of your company. All data conver-
ges here, it is essential for effective collaboration of your business units. To
keep the network intact, firewalling and secure connections are standard fea-
tures and are the bases of all security concepts.

At the same time, the network is also the gateway to the world. The bounda-
ries to public areas are fluid, employees and data so mobile and disconnected
from location and devices as never before. A challenge for your IT, as it also
makes effective protection against hacker attacks, malware or data espionage
more difficult than ever.

In addition, trends such as BYOD, the Internet of Things (loT), virtualization and
the cloud, while undoubtedly boosting the business performance of your busi-
ness, are also increasing the potential for cybercrime. A thorough analysis of
the HTTP and DNS protocols, which are used to transmit virtually all data to-
day, will become indispensable.

WITH SAFETY TO SUCCESS

The reliable, comprehensive protection of your network with tailor made secu-
rity concepts is therefore becoming increasingly business critical and is a key
factor in the success of your company. For this reason, security should be an
integral part of any IT solution - whether at work, in the network, or in the data
center.

Our Security Services support you in the professional security of your network.
They combine technical security with information security to provide holistic
protection to protect your assets and data from unwanted attacks and mini-
mize risk.

We support you with expertise and use our analytical and design expertise to
optimize security services to meet the specific needs of your business. Our
project team handles the rollout of solutions worldwide and seamlessly trans-
fers to 24x7 operations.




NGFW | Next Generation Firewall

Port-based firewalls can no longer meet the demands of
today’s globally distributed cloud applications due to the
high number and flexibility of servers and communication
relationships. Our next generation firewall service supple-
ments classic firewall functionalities with state of the art
application specific defenses such as intrusion prevention,
SSL inspection or malware protection, and also makes it
possible to efficiently identify non-proxy cloud services and
unlock the corresponding access for users.
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IAS | Internet Access Security

Threats can hide on legitimate websites or in pop-ups, em-
ployees unconsciously compromising your business by cli-
cking where they should not. Protect yourself and your users
on the web and keep an eye on all Internet activities. With
our Internet Access Security Service, you can gain secure ac-
cess to the Internet, block malware and guarantee seamless
enforcement of your security policies. We combine modern
on premise solutions with Cloud Services into a hybrid de-
ployment scenario tailored to the needs of your company -
flexibly scalable for all locations worldwide.
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NAC | Network Access Control

Today, networks must ward off a multitude of threats wit-
hout hindering legal users. With our Network Access Contraol
Service we create transparency in the LAN and WLAN and
protect your network against unauthorized access. The so-
lution identifies each device and grants only those devices
access to files and data that are authorized. In addition, all
accesses are logged so that when attacks or other irregula-
rities can be tracked, who, when, where and what accessed
the network.

ETSpot | Guest Access

DNS Security

OUR SECURITY SERVICES WORK
HAND IN HAND

Our job is to secure your network. All the ser-
vices in our security portfolio work seamlessly
together, giving you complete protection for
your company, enabling you to respond more
quickly and achieve more.

DNS Sec | DNS Security

It is widely available but generally not well secured - the
Domain Name System (DNS). For criminals, it has therefore
become an easy target to attack networks. The number of
DNS-based attacks has increased significantly, often with
devastating consequences for the company. With our DNS
Security Service, you can proactively detect and eliminate
vulnerabilities, minimizing the risk of DNS attack and building
a multi-layered defense strategy to combat these modern
threats and DNS malware.

Internet access for guests has long been a must-have, whether in the conference center, hotel, on the university campus, in
the hospital or in the company. What is so natural must also work: reliably and with the highest quality. With our Guest Access
Service ETSpot you can provide your guests with secure, user-friendly and device-independent access to Internet and network
resources. Different authentication options including social networks and a responsive web design of the landing page guaran-

tee easy handling.

OTHER ENTIRETEC MANAGED SERVICES

Global Network Services

IP Management Services/ DDI

Network Visibility Services/ Monitoring
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